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Abstract. Nowadays, the concern about privacy in online social net-
works has increased. However, the definition of an appropriate privacy
policy might be a complex task, especially when several users are in-
volved and have different privacy preferences. This problem usually ap-
pears when a user publishes a photo. In this paper, we propose a tool
to automatically define the audience of a photo based on a trust metric.
This metric uses a set of features (i.e., distance between users, number
of people, emotions, etc.) obtained by the image analysis provided by
IBM Cloud Visual Recognition Service. In a preliminary experiment con-
sidering 40 photos of 4 users, the results show that the proposed trust
metric approximates the real trust relationships between users. We plan
to integrate the tool into a real online social network.
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1 Introduction

One of the problems that arises when sharing content (e.g., photos) in an on-
line social network is the definition of the privacy policy [1,7,10]. This problem
becomes more complex if there are more than one user involved in the shared
content (e.g., various users appearing in the same photo) [11,4]. Consider the
next scenario where a user A decides to publish a photo where (besides him)
other people appear (users B and C). In that moment, a dilemma may arise to
the user A: should I publish the photo using my privacy policy? or it would be
better if I publish according to the privacy concerns of the users involved? which
is the most suitable privacy policy? As each user has his own concern about
privacy, it is necessary to reach an agreement.

Taking this problem into consideration, this proposal aims to provide an au-
tomatic privacy policy assessment for photo sharing in social networks. In order
to achieve this goal, we propose to use a trust model to define the relationships
between the users based on feature extraction from published images.

The proposed model consists of the following modules: (i) Image Feature
Extraction, (ii) Trust Estimation, (iii) Privacy Policy Recommendation. The
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Fig. 1: Examples of the results obtained by the Image Feature Extraction process.

Image Feature Extraction module analyzes the image and detects the faces that
appear in the photo. This module uses the IBM Cloud Visual Recognition service
[2] to identify the users associated with the faces, and estimates the degree of
trust between them. To calculate their degree of trust, the module analyzes the
following features: the distance between the users that appear in the photo, the
sentiment of each user, the number of people, the type of photo (e.g., close-up
photography, portrait, etc.) (see Figures 1a and 1b), and finally, the number of
times users appear together in a photo. Based on these features extracted from
the image, the Trust Estimation module estimates the degree of trust for each
pair of users that appear in the photo. Each time a new photo is added to the
online social network, the degree of trust of the users identified in the photo is
updated.

The degree of trust is used by the Privacy Policy Recommendation module to
assist in the decision-making process of which is the most suitable privacy policy
for publishing a photo. The module creates a personalized list of users that could
see the photo based on their degree of trust. Considering the previous scenario
where user A publishes a photo, the audience list that is going to see the photo
is automatically created. The members of this list are a subset of the user’s A
friends, user’s B friends, and user’s C friends that have a trust value with the
co-owners of the photo (A, B, and C) over a trust threshold. The value of the
trust threshold is established considering the most restrictive value of trust of
the users involved.

To test the Image Feature Extraction and the Trust Estimation modules,
we design an experiment. For this experiment, we considered forty photos from
four users (ten for each one). These photos were analyzed to calculate the trust
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values between users. For example, in Figure 1 we can see the results of this
process. The top label represents the emotion detected in the face, followed by
the user identifier (in this case we use A, B, C, and D). The bottom label is the
total percentage of the face in the image to estimate the distance to the camera.
And the label on the line indicates the distance between the users. We can ob-
serve that users A and B (Figure 1a) have a neutral emotion and the distance
between both is higher than the users C and D, that are expressing happiness.
Therefore, if we only take into account this two images we can deduce that there
is a higher level of confidence between users C and D than between users A and B.

Then, we compare the calculated trust with the real trust values between
users. The real trust values were obtained using a questionnaire previous to the
experiment. The results are shown in Table 1. As can be noted from the table, the
trust relationship between users is not symmetric. Asymmetry occurs because
of the nature of the human relationships and differences in peoples’ perceptions,
opinions, beliefs, and expectations [6,8]. In our case, the asymmetry is due to
the users’ emotions shown in the photos.

Users A B C D

- 0.6 0.8 0.6
A - 0.66 0.67 0.71

0.6 - 0.4 0.0
B 0.7 - 0.23 0.0

0.6 0.6 - 0.8
C 0.68 0.65 - 0.71

0.6 0.0 1.0 -
D 0.72 0.0 0.84 -

Table 1: Comparison between the real trust values (above) and the trust values
obtained by the proposed model (below).

Finally, to evaluate the Privacy Policy Recommendation module, we plan to
integrate it in the PESEDIA social network designing an experiment with real
users. With this experiment, we want to test if the audience list associated with
the photo by our proposal corresponds to the users’ expected audience obtained
by an initial questionnaire.

2 Conclusions

In this work, we propose a tool to assist users in the privacy decision making
process when sharing a photo on a social network. This tool consists of three
modules: Image Feature Extraction, Trust Estimation, and Privacy Policy Rec-
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ommendation.

The majority of direct social trust metrics are based on the activity in social
networks [3] such as the number of comments, number of likes, or number of tags
[8,9]. In this paper, we propose a metric based on image features. This metric
could be complementary to other existing approaches [5] to estimate the trust
value in a more informed way. We have created a recommendation module based
on the proposed trust metric. This module allows the automatic definition of the
audience of a publication where more than one user appears.
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